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Steps for a Successful Forensic

Acquisition and Examination

APlan
AAcquire data

AAnalyze

AReport




Planning

A Preparation
[ Prepared storage media, equipment, scope of work
A Processes

[ Digital Forensics- an applied science, repeatable
results

[ Proven methods, will withstand scrutiny | 20
A Hardware/Software £, Ak
[ Specifically designed for Forensics work S >#7° 2
[ Encase, Forensics Tool Kit, Solelll '
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Acquisition

A Preparation
[ Computer literacy
[ Legal authority
[ Tool capability
[ Availability of people and
equipment
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A Preservation

[
[
[

Checking for activity
Shutdown

Physical exam and
documentation
Packing, storage and
transport

CHAIN OF CUSTODY




Acquisition Continued

A Duplication

[ Authenticate Original
Evidence (MD5 Hash)

[ Duplicate Evidence
[ Authenticate Duplicate

[ Re-authenticate Original
Evidence

A Document

A Working Image Copy
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Support Role in EDiscovery

AExport
AProcessing
AReview

AProduction

Alnformation Governance




APre-Examination

[ Forensic workstation
preparation

' Image verification
' Image conversion /_
' Recover/Undelete files &

. Verify file signatures
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Examination Continued

- Owner

' User identification

[ User agreements

' Recovery of deleted files/folders

' User profile and registry
settings

| Timeline of events

" Internet history and artifacts

[ System log files

" Installed applications
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AData wiping activity
AFile review
AE-mail

AAttached devices
AKeyword searching
ACustom scripting

AExport of relevant files
and/or artifacts




Reporting

AWho conducted the acquisition and examination

AWhat information is thought to be contained in
the evidence items

AW
AW
AW

nat items of evidence were examined
nich tools were used to conduct exam

nat digital evidence, proving or disproving the

allegation, was found
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Keys to Success

ADocumentation throughout the process is
paramount

' Imaging

' Chain of Custody

| Exam report
AKnowledge
AExperience
ADefensible process
AUsefulness of results

~Copyright Forensics Consulting Solutions, 2008



