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Steps for a Successful Forensic 
Acquisition and Examination

ÅPlan

ÅAcquire data

ÅAnalyze

ÅReport 
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Planning

ÅPreparation

ſPrepared storage media, equipment, scope of work

ÅProcesses

ſDigital Forensics - an applied science, repeatable 
results

ſProven methods, will withstand scrutiny

ÅHardware/Software

ſSpecifically designed for Forensics work

ſEncase, Forensics Tool Kit, Solo-III
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Acquisition

ÅPreparation

ſComputer literacy

ſLegal authority

ſTool capability

ſAvailability of people and 
equipment

ÅPreservation

ſChecking for activity

ſShutdown

ſPhysical exam and 
documentation

ſPacking, storage and 
transport

ſCHAIN OF CUSTODY
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Acquisition Continued

ÅDuplication

ſAuthenticate Original 
Evidence (MD5 Hash)

ſDuplicate Evidence

ſAuthenticate Duplicate

ſRe-authenticate Original 
Evidence

ÅDocument

ÅWorking Image Copy
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Support Role in E-Discovery

ÅExport

ÅProcessing

ÅReview

ÅProduction

ÅInformation Governance
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Examination

ÅPre-Examination

ſForensic workstation 
preparation

ſImage verification

ſImage conversion

ſRecover/Undelete files

ſVerify file signatures
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Examination Continued

ſOwner

ſUser identification

ſUser agreements

ſRecovery of deleted files/folders

ſUser profile and registry 
settings

ſTimeline of events

ſInternet history and artifacts

ſSystem log files

ſInstalled applications
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Examination Continued (2)

ÅData wiping activity

ÅFile review

ÅE-mail

ÅAttached devices

ÅKeyword searching

ÅCustom scripting

ÅExport of relevant files 
and/or artifacts
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Reporting

ÅWho conducted the acquisition and examination

ÅWhat information is thought to be contained in 
the evidence items

ÅWhat items of evidence were examined

ÅWhich tools were used to conduct exam

ÅWhat digital evidence, proving or disproving the 
allegation, was found
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Keys to Success 

ÅDocumentation throughout the process is 
paramount

ſImaging

ſChain of Custody

ſExam report

ÅKnowledge

ÅExperience

ÅDefensible process

ÅUsefulness of results 


